Mission Assurance

Homeland Security Presidential Directive 20 (HSHI) &tablishes a comprehensive
national policy on the continuity of Federal Govaant structures and operations and a
single National Continuity Coordinator responsitdecoordinating the development and
implementation of Federal continuity policies. Thdicy establishes "National Essential
Functions," prescribes continuity requirementsalbexecutive departments and
agencies, and provides guidance for State, lomaltdrial, and tribal governments, and
private sector organizations in order to ensuremaprehensive and integrated national
continuity program that will enhance the crediilif our national security posture and
enable a more rapid and effective response toesalery from a national emergency.

Federal Continuity Directive 1 (FCD1) This FedeZantinuity Directive (FCD) provides
direction to the Federal executive branch for depielg continuity plans and programs.
Continuity planning facilitates the performancesgécutive branch essential functions
during all-hazards emergencies or other situatiibasmay disrupt normal operations.
The ultimate goal of continuity in the executivatch is the continuation of National
Essential Functions (NEFs).

This Federal Continuity Directive 2 (FCD 2) implemi® the requirements of

Federal Continuity Directive 1, ANNEX C. It provislguidance and direction to Federal
Executive branch departments and agencies forifabation of their Mission Essential
Functions (MEFs) and potential Primary Mission Esis¢ Functions (PMEFs). It
includes guidance and checklists to assist depati@nd agencies in assessing their
essential functions through a risk management geoaad in identifying potential
PMEFs that support the National Essential Funct{dits&Fs) — the most critical functions
necessary to lead and sustain the nation durimgesttophic emergency. The FCD
provides direction on the formalized process fdmsission of a department’s or
agency'’s potential PMEFs that are supportive ofNE€s. It also includes guidance on
the processes for conducting a Business Procedg#séBPA) and Business Impact
Analysis (BIA) for each of the potential PMEFs tlasist in identifying essential
function relationships and interdependencies, seresitivities, threat and vulnerability
analyses, and mitigation strategies that impactsampgort the PMEFs.

It’s just good business sense

Beyond the NSPD-HSPD and FCDs requirements, Mis&gsurance planning is just
good business sense that will assist in safeguarding personnel, records, antitiesi
planning for emergency acquisition of emergencpueses; and ensuring the capability
to perform at alternate or virtual work sites untirmal operations can be resumed.



From point solutions to a budget-smart, holistic and phased
approach to Mission Assurance

Most agencies have numerous Mission Assurance pigsiace for individuals,
buildings, records and IT components. But thesatgmlutions will need to be expanded
and coordinated into an effective, integrated endrtd backup capability that extends
throughout the entire organization. An Agency’'shilgration and/or associated re-
capitalization of information technology (IT) aratflities infrastructure initiative
presents an excellent opportunity to embed or “bakeecessary and flexible Mission
Assurance planning from the outset. This will eradnl agency to prioritize its threats,
map them to their business impacts and scale ret@adiefforts to its unique operational
and budget constraints. The result: a holistic@mased approach to developing an
overarching investment strategy that will delivenature Mission Assurance capability
across an agency and all of its operating locations

Lifecycle flexibility is key

An embedded Mission Assurance plan will also ineldueck points for comparing
planned milestones of each program against actogress based on measurable results.
It will allow for adjustments to be made basedrmggering circumstances including
program shortfalls, improved technological capébgi, changes in operating
requirements and evolving mission mandates. Toasepoints will allow sufficient
program flexibility throughout the IT/infrastructutifecycle ensuring continuous, cost-
effective Mission Assurance process improvement

Compatibility of Existing Mission Assurance Plans

In recent years, many Agencies have undertakeiggmessive initiative to develop and
implement a robust and comprehensive Mission AsseraContinuity programs. When
implemented, these programs should ensure that fhresdetermined Mission Essential
Functions (MEFs) and their resultant products caito be available to the full Federal
community and supporting private sector. Howevdremvthis initiative is undertaken in
parallel with an IT/infrastructure modernizatiorogram all Mission Assurance budgets
and funding requests can be included and mappead@jgtely to current and future
infrastructure, technological and personnel regquéets. This is the Mission Assurance
Compatibility Review, and it requires several key actions:

* Review existing and future Mission Assurance Plarensure that all elements of the
modernization program have been considered angratexl as appropriate



* Review budget requests and funding plans to erbateadequate financial resources
will be available commensurate with Mission Assamamitiatives

* Perform a Gap Analysis of the Mission Assurance$knd the Concept of
Operations (CONOPS) proposed by the agency toifgdemeas of incompatibility
and ensure interoperability

» Review Mission Assurance Plans to determine thaiogiship and support to the
agency'’s Essential Functions (MEFs)

* Review existing vulnerability analyses of MEF ang&fon Assurance related
facilities, systems/networks and processes. Vubinaanalyses and risk
assessments may need to be updated contingem@mtid events

» Review internal lines of communications to ensted tnterdependencies between
developmental initiatives and emerging pragmatit taehnological changes are
shared and considered in the Mission Assurancenjigrprocess

Mission Assurance Integration

A systematic Mission Assurance integration protfarocess must be implemented
throughout the agencies program to ensure plan abiilty with the appropriate levels
of redundant capability. The present austere firghectimate may not afford the luxury
of purchasing or developing duplicate facilitiescapabilities that stand ready to be
brought-on-line only when the primary system fails or becomes aitable. Therefore, a
balance must be struck between the degree ofatifyiof an activity and the fiscal
resources available. It is incumbent upon senioistEn makers to establishrimary and
Secondary MEFs and understand the impact on their busingssations in the event of
their disruption. Only then can critic8ingle Points of Failure (SPOF) be identified,
threats prioritized and contingency plans estabtisio minimize the consequences of
SPOF exploitation. In addition, these actions niestaken in the most effective and
efficient manner possible, minimizing disruptiontb@ normal work processes while
funding is scaled in accordance with resource &tiohs. Key action steps of the Mission
Assurance Integration phase are:

* Initial activities must address the agency’s Miaskssurance Plan as influenced by
the overarching agency Primary and Secondary MEFs

* In the event that a Mission team member or supppiBam member working at the
agency or operating facility is deployed or hassgue schedule changes due to an
emergency, the family left behind must take ondbges and responsibilities that are
normally those of agency’s Division Team Membercdnprehensive Family
Support Guide should be provided as a guidelindétping the family set up a
Family Plan in case of just an event.



The Crisis Response Team plans will be revieweshture that the immediate
responses focus on the key elements of personie¢y sdamage containment,
continued performance of MEFs and (as necessatipnaaequired by the agency’s
leadership’s decision to implement the Mission Aarae Plan either in whole or in
part.

Each Operating Entity has individual Mission Assu@ Implementation Plans that
support the continued performance of their necgssaivities and essential
functions. These plans will be viewed from mukiplerspectives intended to ensure
consistency with the agency’s Mission Assurancas$’laupport for MEFs,
availability of mandatory enablers (facilities, wetks, personnel, etc.) and
identification of potential areas of competitiom gzarce and/or limited resources.

Should Mission Assurance Plan activation requineotigion of functions or
relocation of activities, it must support two aél elements: First, the plan needs to
ensure that the agency’s facilities can continuedoating its individual MEFs.
Secondly, it must encompass all those operatiamdiba support functions required
upon the activation of the agency’s/HQ COOP Plarcomprehensive review will be
conducted to determine the COOP relationship betvwagency and each department.

A critical aspect that must be reviewed and adetgsthe Mission Assurance
planning continuum is the need to ensure that atioe sites and devolution entities’
physical and cyber infrastructures, IT and humapitabresources are kept current
and commensurate with the capability expectatidraggency plans. As the agency’s
IT and/or infrastructure migration plan progressespngoing comparative analysis
must be conducted to ensure a continuing compgibil

An integrated Mission Assurance Plan must be ddlicted internally and
externally. The agency should ensure that reseueenot being used by another
organization. Priorities should be understood dytire planning phase and the
Mission Assurance Plan may need to be adjusteatiditional resources identified.

All critical success factors necessary for the agsnMEFs to be satisfactorily
performed must be available at relocation and deiai locations. Current and
future modernization plans should include a mangagection that provides a
comparative analysis of the agency’s capabiliti€srrent funding needs and
projected out-year budget requirements would beired elements of information
for each agency/department analysis.

As the roles, responsibilities and functional caliss of the agency change,
Mission Assurance plan modifications need to beerad revalidated. Key assets
must also be examined and certified as to theitimoed applicability and
availability. Resultant costs should be identifeet! explained.

Tests, training and Exercises (TT&E) need to beragoing agency enterprise to
ensure that Mission Assurance Plans can be adivia@lemented, viable as
designed and MEFs performed as intended.



* An agency-wide qualitative and quantitative measena system needs to be
developed/identified and applied to the entire MissAssurance process. Physical
and cyber infrastructures need to be evaluatedgieglly to determine Mission
Assurance readiness and compatibility agency fieaequirements. In addition,
Mission Assurance personnel both primary and atesineed to be challenged on
their continuing ability and readiness to carry thair Mission Assurance roles,
responsibilities and functions.

Mission Assurance Planning, Development & Maintenance

Many Agencies conduct worldwide operations with shpport of numerous large and
small installations. In some areas of Mission Agaae planning and development there
are generic business and functional areas whemndat# proven Mission Assurance
procedures can be employed. This concept is afidica satellite/extended operations
as they assume greater mission and budget sugspansibilities. Other Agencies,
however, have a multitude of unique missions amdtfans that require tailored Mission
Assurance plan elements—definitely naine size fitsall approach. Current
organizational strategies may call for distribubgerational capabilities utilizing

multiple locations with a diverse workforce. In &k information sharing environment
previous problems resulting from location and alzillty of personnel an expertise can
now be minimized. In addition, because of the ateéshared databases and real-time
network connectivity, constituent support is nogenlocation constrained. The need for
site-specific network systems and database impl&tiens will soon be minimized,
greatly enhancing the productive capacity and sabhility/continuity of an agency
MEFs.

A number of areas will need to be considered indéaelopment of and maintenance of
Mission Assurance Plans as a result agency divgrsetions:

» Key assets will need to be identified with req@idiackup and redundant capabilities
available.

» Infrastructure support and business process regplitiess will need to be included in
state facilities Mission Assurance.

* Human Resource allocations will influence and intjmacthe construct of the COOP
relocation strategies and activation timelines.

* In the event of rotation and/or turnover of persarat most operating facilities will
necessitate frequent Mission Assurance roster @samrglditional specific Mission
Assurance functional training and more general Miséssurance awareness
training.

* Arobust Mission Assurance TT&E program will beuegd to ensure an acceptable
Mission Assurance readiness/operational posture.



The geographic distribution of previously centratizusiness and support functions,
while it will improve Mission Assurance capabilgiewill require additional
administrative scalable funding and to a certatemtxedundant capabilities.

Agency Mission Assurance Management and Plan nrantze will require greater
emphasis and senior level evolvement to ensuredthatilution and relocation
strategies remain viable and that critical resa/pErsonnel are not located at a
single site or same risk area.



